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a b s t r a c t

The probability that all satellites in space fail simultaneously is by experts qualified as highly improbable
but not excluded. In literature, we find two major potential risks that can cause this, a mega solar storm
(so-called Carrington Effect) or a space debris chain reaction (called the Kessler effect). However, a survey
with experts described in detail in this article points out an equally harmful and even more presently
plausible scenario, namely cyber-attacks.

Irrespective of the probability, it deserves an attempt to imagine the economic major damage that such
total satellite collapse would represent for society. It will clearly illustrate our dependency on satellite
data and areas that may be less obvious at first sight. Therefore, the consequences of such a scenario,
even if there is a low probability, are explored under this assumption.

Cyber-attacks on satellites have already taken place on several occasions, from which a few past and
recent ones are reported in this article. In particular, satellite operators and military organizations are not
frequently reporting such attacks publicly given the loss of confidence by the clients or the general public
respectively. There seems to be no solution to the existing problem of pinpointing the source of an
invisible and non-observable yet successful attack. We can say without hesitation that, with the in-
vestments in cyberwarfare and improved techniques, such threats will become more frequent, and
unfortunately, more effective soon.

This article will discuss potential technical countermeasures such as Rapid Response programs, as well
as policy-oriented measures. In the latter, the effectiveness of agreements in this field is questionable.
Therefore, emphasis will be put on Transparency and Confidence Building Measures (TCBM).

© 2021 Elsevier Ltd. All rights reserved.
1. Introduction

“You wake up and turn on the TV. Your usual shows aren't airing.
You flip on the radio and learn that Paris and Tokyo stock markets
have closed. Back on TV CNN is trying to use Skype in an attempt to
cover what's happening in the world following a solar super storm.

In a US bunker, the military has lost contact with armed drones
flying over hostile areas. Loss of global communication satellites
makes it difficult to send commands and surveillance data to sol-
diers, ships and aircraft, rendering them vulnerable to attack.

Throughout the day more challenges arise. First responders don't
have access to their location systems. Delays in ground and air
traffic begin to develop. Systems that depend on GPS1time stampse
ters).
vigation system).
o as cash-dispensers).
ATM2s, power grids, computer-data and cell-phone networks begin
to fail, and the cloud becomes unstable. The internet soon col-
lapses.” [1].

This is a good journalistic summary of a presentation given by
the Norwegian solar physicist Pål Brekke [2]. It demonstrates well
the two main angles we can also find in numerous articles on this
topic, namely.

- The evident relation with solar storms
- The potential impact on military capabilities

As far as military aspects are concerned, a lot of studies are
related to the dependence of modernweapons systems on accurate
navigation systems. Protection against outside effects is, in
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Fig. 1. Geographical distribution of survey respondents [9].
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particular for the case of GPS, studied in large detail. In his book on
GNSS3 interferences and threats, Dovis [3] emphasizes the risks for
jamming devices such as spoofing (i.e., the transmission of coun-
terfeit GNSS signals) and GNSS receiver deception and describes
extensively countermeasures that can be taken.

However, not only malicious manipulations can cause a lot of
damage. A simple accidental uploading at an incorrect time during
a standard operational procedure in January 2016 caused many
errors and malfunctioning of radio equipment, digital radio, and
even in power grids during some 12 h [4].

Suppose we add to this the enormous need for bandwidth ca-
pacity for military purposes, which is exponentially increasing due
to the use of drones and unmanned vehicles. In that case, it is not
surprising that military tactics are increasingly targeting proced-
ures for a warfare scenario based upon limited space data support
[5]. In this article, military commanders are quoted to state that
“We developed an overdependence on high-bandwidth commu-
nication systems and the contractors required to run them.” As an
answer to this, large-scale training exercises with degraded com-
munications and GPS capabilities have now been regularly
introduced.

Whereas on the one hand, increased international cooperation
and agreements shall be pursued, policy experts such as Scott Pace
strongly suggest, in parallel, not to ignore increased protective
measures as well:

Improving resilience can consist of both “material” and “non-ma-
terial” solutions. The former includes measures such as hardening
space and ground systems against physical and cyber-attacks. The
latter can include development of alternative means of mission
performance, such as the use of allied or commercial systems with
assets in space or on the ground. This will strengthen deterrence
and improve stability more than purely symbolic gestures, such as
signing ceremonies or declarations [6].

In analogy, also our economy is becoming increasingly depen-
dent on reliable space data. Whereas this is less obvious such as in
the case of banking transactions, it is evident that with an
increasing dependency of GNSS for automated transport means and
3 GNSS¼Global Navigation Satellite Systems (global term for satellite constel-
lations providing positioning and navigational (PNT) services.
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collision avoidance systems, we need to pay attention to the eco-
nomic aspects.

As mentioned before, a total blackout of all satellites is consid-
ered very unlikely. Traditionally two potential scenarios were
considered, namely a very powerful solar storm and a space debris
chain reaction possibility (which became better known to the
general public via the movie ‘Gravity’). Both Dvorsky [7] and
Johnson [8] contest this theory and consider cyber-attacks as an
even bigger threat.
2. Methodology of the research

In order to learn more about the perceived threats, a survey was
made addressing space experts in this field or were confronted
with these threats, both governmental as well as satellite operators.
For the purpose of getting a broad opinion on the risks of threats to
the space sector in the future, a questionnaire was developed and
distributed to Space experts and policymakers, in particular, linked
internationally to the ISU (International Space University) alumni
environment.

For reasons of methodology, a wide range of topics was for-
warded for consideration in the questionnaire, even if the survey
developers assumed that the risks were not at the same level.

The study is reported in Ref. [9] and is based upon the analysis of
109 responses, with 63.9% respondents from the private sector, and
36.1% of the public sector. This includes space professionals work-
ing in space companies and government organizations in Africa,
Asia, Europe, Latin America, the Middle East, North America, and
Oceania.

Answers per country of the respondents were distributed as per
Fig. 1.

The aim of the questionnaire was to measure whether space
professionals see these subjects as a threat to space activities or
whether they gauge these subjects to be at low risk. Fig. 2 below
demonstrates the results to the question “how would you rate
following threats on a scale from 1 to 7?”.

Cyber threats are seen as the main threat among these space
professionals. On a scale of one to seven (with one indicating low
risk and seven indicating a high risk), 30.3% of the respondents
marked cyber threats with seven, and 93.6% have responded with a
rate of four or higher.

Space debris and lack of space traffic management also received
high-risk rates, with 87.1% of the respondents rating space debris



Fig. 2. Rating of threats according to respondents on a 7-point scale [9].
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with four or higher, and 82.5% rating four or higher, for lack of space
traffic management.

Some of the threats, such as export control, space weather,
and militarization of space, received a relatively high number of
responses for level 4 compared to other threats in the ques-
tionnaire. This can indicate that professionals are more neutral
about the risks related to export control (30.3%), space weather
(26.6%), and militarization of space (18.3%) compared to other
subjects.

Only 40.4% of the respondents gave a rate between five and
seven for the possible threat of ‘a new space race’. Compared with
the other threats of the questionnaire, this is the topic in which
space professionals see the least risk. Except for export control
(49.5%), most of the respondents gave a rate higher than four for all
other threats. Thus, space weather (53.2%), the militarization of
space (61.5%), lack of space traffic management (67.8%), cyber
threats (79.8%), and space debris (74.3%) were given a rating be-
tween five and seven.

Comparing the results to the questionnaire between the public
sector and private sector space professionals, one can conclude that
there are no major differences in the responses to the threats.
However, more respondents from the private sector suggested
cyber threats to be the highest risk (34.78%) compared to the public
sector (22.5%).

Let us add to this questionnaire a technical dimension: the
chances of these threats completely blocking all satellite data?
Therefore, as the next step in our systems approach, we evaluate
the different threats about a potential global shut-down of all sat-
ellite services, as per Table 1.
Table 1
Evaluation of the probability for a global blackout per threat.

Threat Global satellite
shutdown

Partial satellite
shutdown

Ma
effe

Kessler Syndrome XX
Carrington Effect XX

Cyber-attacks XX

Space traffic management X
New Space Race X
Space Militarization X

Export Control X
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If we combine the results, we can draw a few interim conclu-
sions, namely:

- The Kessler Syndrome is theoretically a threat, although experts
do not estimate the probability as very likely.

- Recent mega storms did not affect satellite systems, and the
intensity of the Carrington event is still debated.

- The Kessler syndrome and the Carrington event are well
described and documented in literature, but the probabilities
are considered very low.

- On the other hand, cyber-attacks on satellites have an increased
probability of having a strong impact, also as the knowledge
behind this is rapidly increasing, in particular in military orga-
nizations. In addition to this, this threat is controlled and can be
executed from Earth-based systems.

In the next chapter, we will briefly describe the perceived main
risks, namely the Kessler Syndrome, the Carrington effect, and in
more detail, a global cyber-attack threat.

3. Description of potential threats

3.1. Space debris: the Kessler Syndrome

As the number of satellites in Earth’s orbit increases, the density
of these objects will also increase, which might cause a chain re-
action of further collisions. More specifically, the fragmentation
debris caused by a collision will lead to a domino effect of new
collisions and result in a debris belt around the Earth. This event is
nageable
ct

Rationale

GEO satellites may not all be affected
Satellites protected thanks to more resilient electronic
components and countermeasures in view of early
warning via solar observation networks
Effect is increasingly threatening, retaliation and
escalation possible in case one nation is originating such attacks.
Mainly local effects although with potential collateral damage
Unlikely to affect commercial satellites
Considerable impact on military satellites, but limited on
commercial satellites
Reduced chance for a global impact
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also called the Kessler Syndrome, as predicted by Kessler and Cour-
Palais in 1978 [10].

As mitigation of this threat, systems such as TCBM (Trans-
parency and Confidence Building Measures) are also, in this case,
proposed as international countermeasures based upon interna-
tional agreements [11].
3.2. Solar storms: the Carrington Effect

Space weather or variable conditions in space and on the sun
can impact the technology we use on Earth [12]. Solar flares, ex-
plosions that occur when magnetic energy surges around sunspots
and releases hot plasma, are usually followed by Coronal Mass
Ejections (CMEs). Coronal Mass Ejections are high-volume releases
of hot plasma that move through the sun’'s corona at extreme
velocities.

Both solar flares and CMEs can lead to geomagnetic storms,
which can cause satellite damage, satellite loss, and communica-
tions problems. An example of such a geomagnetic storm is the
Carrington event, which took place in 1859 [13]. It was the worst
geomagnetic storm recorded in 500 years and caused machines to
burst into flames, telegraph malfunction, and power shortage.

Also, for this case, suggestions are being made to improve action
plans in existing international solar observation agreements to
provide an early possibility for satellite operators to take possible
protective countermeasures [14].
3.3. Special emphasis: cyber-attacks on space systems

Cybersecurity relies on information technologies developed
from all over the world, and both advanced and emerging nations
are vulnerable to attacks. There are different classification groups of
cyber threats against space-based systems. The purpose behind the
attack could vary from obtaining intellectual property from another
state to terrorist groups and individual hackers seeking financial
gain. It may also cause a reduction in national security, corrupt
communication, navigation, and observation satellites, or destruct
a complete space vehicle.

There are other examples of cyber-attacks on infrastructures
that rely on space-based systems. For instance, in a Chatham report
that discusses the threats and consequences of cyber-attacks on
nuclear weapon systems, the authors explain that the digitization
of systems and new technologies come with many benefits. How-
ever, the vulnerabilities and the exacerbated risks that come with
them must also be addressed [15]. The risk of an attempted cyber-
attack on a nuclear system, is considered to be relatively high.
North Korea’s missile systems have been reported to be infiltrated
by the United States on multiple occasions, further causing test
failures. Mostly command, control, and communications systems
are vulnerable to cyber-attacks [15].

Many countries are looking into counter-space capabilities that
include electronic and cyber methods. Compared to anti-satellite
(ASAT) capabilities, an interference with a satellite through a
cyber-attack can be carried out in a cheaper, faster, and more
difficult to notice manner [16].

Cyber-attacks, together with drones and automated warrior-
robots, are increasingly considered a global threat to stability in
the world. Some authors [17] point out that taking humans out of
the loop has a certain appeal to politicians. For example, a drone
that has been destroyed does not have a pilot on board that can be
captured and used as a political bargaining chip or a PR element.
Same for cyber-attacks that are not at all easy to attribute to a
specific attacking state and can be launched from any spot in the
world.
4

If we refer to satellite cyber-attacks, we often relate this to
accessing the satellite or satellite system via the ground stations.
Several attempts, often considered by cyber-experts as
experimental tests and preparatory, are known but not widely
reported by satellite operators for obvious commercial reasons.

There are, however, also direct invasive means of cyber-attacks,
oftenwith rather simple means. A NATO report [18] classifies those
as follows:

- Jamming is the intentional interference with signal transmission
and reception using electromagnetic signals. In particular, GNSS
(Global Navigation Satellite Systems, like GPS) are vulnerable to
this type of attacks.

- Spoofing is used to manipulate the information about the location
and position of a satellite. A particularity of this attack is that it is
relatively difficult to detect fast and can cause immense damage on
critical infrastructure such as national power grids and financial
operations before being (in most cases therefore indirectly)
detected.

- Dazzling is a way of blinding a satellite with a laser. In extreme
cases the laser can even be used as a more invasive attack and burn
satellite sensors and other subsystems.

A number of cyber-attacks were reported in previous articles,
Like the one on the US-German ROSAT satellite in 1998 [19], the
hacking of the Skynet network in 1999 [20]; the one on US satellites
via a Norwegian ground station in the period 2007e2008 [21], as
well as hacking a NOAA satellites in 2014 [22]. As those events were
not fully documented, in chapter four, we will concentrate on more
recent, fully documented ones.

In contrast to military satellites that are commonly designed so
that the security aspect is included, commercial satellites are
generally more vulnerable to attacks because of a lack of awareness
and implementation of security.

Often, manufacturers of satellites use off-the-shelf technology
to make the costs more reasonable. Some of these components
can be screened by hackers for vulnerabilities in open-source
technology and software. Hacking some of the CubeSats
could also be easily done by using specialized ground
antennas. Satellites are controlled from ground stations that run
computers with softwares that are vulnerable to potential
hackers.

Cyber specialists also point out the relation with New Space
projects, where creative applications in lower Earth orbits replace
Geostationary satellites. As it was reported, the conference
concluded the following:

“New and start up satellite companies should have a higher sense of
what the cyber risks are going into the market and understand that
they are not just building satellites, they are building an informa-
tion ecosystem, that if breached and used for the wrong intent
could have catastrophic consequences and place millions of lives in
danger” [23].

The danger for cyber-attacks is increasingly becoming impor-
tant, as the hacking ‘technology’ is under constant evolution, with
cybersecurity only able to react posterior once the threats are
evident.

Whereas in the past, mainly the nations with important finan-
cial, military expenses were considered as a large threat, one should
not ignore that hackers can be found all over the world and can
operate well protected from different, also emerging countries. A
recent example is the EU countries creating infrastructure on
cybersecurity [24].
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4. Recent cyber-attack threats with broader impact and
developments

The impact of a cyber-attack on a global scale can be illustrated
with attacks that caused enormous damage nationwide in Estonia
and Ukraine. Estonia is the first country globally that became a
victim of multiple nationwide cyber-attacks in 2007 [25]. The
cyber-attacks started after ethnic Russians went into a protest
against the Estonian government for removing a statue built by the
former Soviet Union [26]. The attacks lasted for weeks and took
down all electronic infrastructure, digital services, and government
bodies. As a consequence, ATMs stopped functioning, digital
communication and news broadcasting were made instantly
impossible. The country has improved its cybersecurity ever since
and now ranks among the top nations in the International Telecom
Union (ITU) Global Cybersecurity Index [27].

Like Estonia, Ukrainebecameavictimof anationwide- andoneof
the most devastating global cyber-attacks. Until today it is still not
confirmed who was responsible for the so-called ‘NotPetyas’ attack
[28]. However, Ukraine was hit hardest with 80% of the infection
[29]. The attack blocked the Ukrainian government agencies, banks,
and airports from digital services and operations [30]. The worm
then spread beyond Ukraine, unintentionally causing damage to
hundreds of companies in over 60 countries [29].

Although no people got physically injured due to the ‘NotPetya's’
attack, the financial losses estimations are at 10 billion USD [28].
Table 2 below provides an overview of six companies that became a
victim of NotPetya.

Large-scale attacks have continued to occur in Ukraine. Another
nationwide cyber-attack affected power distribution to 230 000
Ukrainians. Meanwhile, Estonians have been supporting the
Ukrainian government to improve their cybersecurity capabilities
[30].

The Colonial Pipeline company, one of the largest fuel carrier
companies in the United States, became a victim of a cyberattack
in May 2021. The company, which transports refined oil products
from the gulf coast to the East coast, had to shut down their
8850 km pipeline. The attack was carried out by a Russian hackers
group named ‘Darkside’, who threatened to leak the 100 giga-
bytes of data they stole from the Colonial Pipeline [31]. Initially, it
was announced that the Colonial Pipeline would not be paying
the ransomware to Darkside. However, the company eventually
paid a ransom of 75 bitcoins, worth approximately 5 million USD,
so they could resume operations [32]. The Federal Bureau of
Investigation (FBI), involved in the case, later announced that
they strongly discourage companies from paying ransoms
because it does not guarantee that data will be restored. On the
contrary, it might encourage hackers to carry out attacks
where they ask for higher amounts of money or cryptocurrencies
[33].

More recently, on July 5th, 2021, the largest ransomware attack
took place, affecting approximately 200 firms and one million
systems globally. Some of the confirmed victims include the
Swedish supermarket Coop, disturbing 500 of its stores, several
Table 2
Companies that are victims of NotPetya Cyber-attack.

Company Reported Damage

Merck $870,000,000
FedEx $400,000,000
Saint Gobain $384,000,000
Maersk $300,000,000
Mondel�ez $188,000,000
Reckitt Benckiser $129,000,000
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schools in New Zealand, and two Dutch IT firms. The attackers
named ‘Revil’ demanded 70 million USD in bitcoin [34]. In the case
of ransomware in cryptocurrencies through blockchain, it becomes
even more complex to track the payment.

Estimates of global financial losses due to cyber-attacks in 2021
are at 6 trillion USD [35]. It is only a matter of time before the next
global cyber-attack occurs. If inflicted because of political, ethnic, or
personal conflict, the question remains what safety measures there
are against a sophisticated group of hackers that aim to shut down
much larger assets.

5. Multilateral initiatives with regards to cyber-attacks

International law, the principle of nonintervention and the
principle of sovereignty are all applicable in states’ cyber activities
[36]. However, there is a lack of agreement internationally around
how they are applicable. Several multilateral initiatives at diplo-
matic levels have been carried out to mitigate the risks of cyber-
attacks [36].

- The Tallinn Manual is one of the most comprehensive docu-
ments around this topic and includes the concepts of sover-
eignty and nonintervention.

- The United Nations Group of Government Experts (UN GGE)
have also been discussing this topic since 2004, further estab-
lishing an Open-Ended Working Group in 2018 that invites all
UN member states to the discussion [36].

- In the PAROS (Prevention of an Arms Race in Outer Space) 2019,
cyber-attacks are also referred to as a tool to disable space ob-
jects, which, in view of the International Committee of the Red
Cross, is considered as an attack under International Humani-
tarian Law (IHL) [37].

Cybersecurity matters recently have been raised between US
President Joe Biden and the Russian President Vladimir Putin.
President Joe Biden expressed that they expect other countries to
take actionwhen ransomware attacks from their ground are carried
out on US companies, especially if the US authorities can provide
sufficient information prior to the attack about those cyber groups.
The Russian government stated that they support cooperation be-
tween the two countries in the cybersecurity domain “with respect
to international law” [38].

There are few cases where people were charged for cyber-
attacks. In October 2020, six computer hackers of the Russian
military intelligence were charged in the United States for
deploying destructive malware such as NotPetya, causing global
financial and economic losses. The computer hackers were also
charged with conspiracy, identity theft, wire fraud, disruptive
cyber-attacks on the 2016 French elections, cyber-attacks on
Georgian government entities and Ukrainian critical in-
frastructures, just to name a few [39].

Chinese scholars, obviously in line with official consent, have
pleaded for more transparency and confidence-building measures
(TCBMs) [40].

TCBMs encourage nations to be transparent about their space-
related activities and their intentions. Several space technologies
are dual-use, making it harder to understand their purposes. For
instance, a misunderstanding after a satellite loss can cause polit-
ical conflict on Earth or cyberspace [41]. This is why TCBMs play an
important role in the safety of outer space activities. They remain
non legally binding but have proven to be important contributors to
the prevention of weaponization or an arms race in outer space.
However, it would be suggested to go beyond TCBMs and define
clearer international laws regarding cyber-attacks on space sys-
tems, also in the framework of non-state actors.
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At times when cyber-attacks were addressed in the space cyber
domain, there has been a lack of consistency in the range of vul-
nerabilities and reported events. This led to a false understanding of
potential risks and countermeasures that need to be taken into
account to tackle these issues [42].

In 2019, The UK drafted an initiative UN resolution that is aimed
at reducing space threats through responsible behavior in space
[43]. In the UNGA 75th session, UNGA noted the fast-growing
technological changes in space systems and their effects on inter-
national security. It was also stressed that if the use of these tech-
nologies on the ground or in space are inconsistent with the
ambition of sustaining an internationally safe and secure environ-
ment, that these actions may be perceived as threats and further
undermine international peace and security on Earth. UNGA
highlighted the necessity for all nations to cooperate and develop
new rules that contribute to establishing a more transparent and
stable space environment [44].

6. The economic impact of a global space data blackout

Even if the probability of a complete shutdown of space data is
very low, countermeasures have been studied, which clearly show
that the possibility is taken seriously, in particular by military
organizations. In broad terms, we have to consider two main
effects.

- Rapid replacement of damaged satellites
- Economic collateral effects
6.1. Satellite replacement

In 2007, the US DOD created the ORS (Operationally Responsive
Space) Organization [45]. This was triggered by a Policy Directive of
2005 stating the need to:

“demonstrate an initial capability for operationally responsive
access to and use of space e providing capacity to respond to
unexpected loss or degradation to selected capabilities and/or to
provide timely availability of tailored or new capabilities e to
support national security requirements.” [46].

ORS developed a modular approach with a stock of essential
flexible subsystems and components to rapidly assemble and
launch tailored satellites with dedicated launchers in a span of a
few days. Although the prime objective was to create extra capacity
in case of a conflict, the element of degradation of the existing
military space capability was not disregarded.

Several operational launches took place from 2008 onward. The
recent one reported, ORS-5, took place in 2017 [47], with other
missions planned. Nevertheless, the extensive cost to keep a
considerable stock of building blocks (with limited technological
lifetime) remains a hurdle for this initiative.

In the event of a global loss of satellites, there is no doubt that
authorities will prioritize replacing military satellite capacity in
space.

The first replacements will probably take place with limited
lifetimes-satellites operating in low orbit constellations. Eventually,
modern weapon systems are too dependent on precision locations,
and very soon, GNSS capacity will be needed next to surveillance
and telecommunication capacity.

It is hard to estimate the cost of this replacement as there is a
wealth of knowledge now that can accelerate the design process
and cheaper components. Suppose we refer to a figure of approx-
imately 25 Billion USD that the present GPS system has cost. We
6

could compare it with a worldwide military spending annually in
the order of 40 Billion USD. In that case, we can imagine that those
military assets in space will be replaced in the range of several
hundred billion dollars.

There will also be an immediate need in the civil protection
sector to replace satellites for weather predictions, disaster man-
agement, aerial and sea safety surveillance-, and in general earth
observation activities. Here, some reflections have been made
about modular approaches with stocks of components to be able to
react quickly.

The ability to respond to an arising need quickly cannot be
satisfied by launchers and satellites already built and available. The
only viable solutionwould be to have a stack of components readily
available and produce smallsats for short missions. Having such a
satellite available in a week’s time is proposed by authors using
modular launchers and satellite busses with ‘plug-and-play’ com-
ponents [48]. The costs of such operation are evidently another
obstacle, and components and integration may have to take place
close to a launch site to meet the deadlines. At this moment, it is
hard to imagine the organization that will be able to coordinate
such effort (also geopolitically) and will have the power to impose
priorities.

Also, the limited availability of micro-launchers at present
and the rather obvious priority that will be given to launching
strategically important government projects will, in such a case,
force the industry to carry heavy investments over many years
to create a semi-stable infrastructure. With a present commer-
cial satellite manufacturing and launch sector activity in the
order of 25 Billion USD worldwide [49], we can also here ima-
gine an effort in the order of several hundred billion USD for
early replacement and a robust infrastructure over a time span
of 7e10 years.

6.2. Collateral damage

Whereas previously we discussed the direct replacement costs,
there is no doubt that collateral damage will be even more
important. Indeed, many operations and systemswill not be able to
operate without space data (and we need to point out that in the
future, with drones and autonomous driving cars, this will become
exponentially more complex).

If we take as an example the use of GPS, this was estimated
equivalent to 0.3% of the US GDP in 2015 (and is surely higher now)
[50]. If we focus on GNSS, we can list several economic factors for
such activities such as:

- Precision agriculture
- Commercial fishing
- Open-pit mining to guide equipment
- Offshore energy exploration and development
- In first responder services
- In structural monitoring of dams and bridges

An absence of navigation tools will have a strong economic
impact on these areas. Besides, there will be more invasive situa-
tions in other sectors, like:

- In aviation, for navigation and monitoring positions of aircraft
and satellite-based augmentation systems

- Railroad train pacing systems for cruise control, positive train
control to keep track of train location andmovement authorities

- In marine transportation, for navigation, collision avoidance,
communications, and situational awareness

- In vehicles with handheld and embedded devices for navigation
and fleet management.
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But probably, the most invasive economic effect will result from
the sudden unavailability of timestamps. Indeed, precise timing
and time synchronization, and frequency coordination (syntoni-
zation) is used most notably in broadcasting and communications,
including both cell phones and traditional telephone applications
and the internet, so packets arrive at the same time for power
generation and distribution to locate problems, and in financial
services for timestamping transactions.

In fact, the whole financial system will collapse within hours as
it is based upon these timestamps, followed a few hours later by a
breakdown of power grids, which are also driven by this precise
synchronization. Also, many systems are indirectly depending on
band-with or earth observation applications causing additional
collateral damage. Still, the lack of navigation signals and time-
stamps will lead rapidly to dramatic situations in the course of
hours.

Based upon a study [51], which assumed zero space data
without any warning (irrespective of the probability if this can
indeed happen), we could imagine the following timeline as per
Tables 3 and 4, whereby T0 is the moment that all satellites would
stop to work:

Table 3 shows the immediate effects. Traffic on the road relies on
navigation guidance. Rarely, for longer distances, maps are con-
sulted in advance. If suddenly there is no navigation system, cars
Table 3
Immediate consequence of a global shutdown (adapted from Ref. [51]).

T0 - All flights grounded, trains stopped, massive traffic jams (suddenly
no GNSS signals)

- Delayed intervention police/ambulances/fire brigades (no GNSS)
- Cash-dispensers stop working (GNSS controlled)

Tþ 2hrs - Stock markets drop considerably
- Congestion terrestrial communications and remote access (oceanic/
polar) interrupted

Tþ 7hrs - News agencies and energy companies hit
Tþ

11hrs
- No thunderstorm/hurricane/natural disaster warnings anymore

Tþ 1 day - Government limits public access to give priority to crisis
communication

- No public access to social media
Tþ 2

days
- Financial transactions stop (no timestamp)
- Breakdowns of power stations (uncontrolled overload)

Tþ 3
days

- Power blackouts (no power synchronization)
- Food and temperature-sensitive medicaments affected

Tþ 4
days

- Food supply chain starts to break down
- Panic buying of food, plundering

Tþ 5
days

- Freshwater shortage
- Tourism heavily affected

Table 4
Mid-term effects and remedial actions (adapted from Ref. [51]).

Tþ 1 week - Slow economic collapse
- No funding transactions/no new contracts
- ISS crew to be evacuated and ISS prepared for hibernation

Tþ 2 weeks - No forecasting of solar activity
- Disrupted power grids (in particular if solar storm)

Tþ 1month - Government will launch emergency satellites using existing
military launchers

Tþ 2
months

- Economy strongly affected
- Communication companies bankrupt
- Factories with complex delivery systems bankrupt

Tþ 3
months

- Strategically important satellite constellations launched
(military)

Tþ 4
months

- Strong public push to increase space budgets immediately!

Tþ 6
months

- New LEO constellations operational, also for civil use

Tþ 12
months

- New GEO satellites operational

7

and truckswill be completely lost, andwewill immediatelywitness
mega traffic jams. These unprecedented traffic jams will also block
emergency services.

Other transport sectors like trains, ships, and planes will also
lose the space data support. Major airlines will immediately ground
their fleets. In general, the absence of GNSS navigation data will
cause the first major visual effect.

A less obvious consequence will be linked to timestamp-based
operations, which will be immediately aborted. Cash dispensers
will not work anymore, and banks will be congested. Soon after,
financial operations will stop, and stockmarkets will be affected, up
to the point that they will have to be closed.

The same timestamp effect will heavily influence power system
synchronization with increasing numbers of blackouts. This, in its
turn, will increasingly influence transport chains of foods and
medicaments.

Communicationchannelswillbeaffected, andthe lackofnewswill
lead to panic reactions in terms of panic-food purchasing and even
plundering. Remote areas will not be reachable, and, e.g., emergency
plans will be made to evacuate ISS due to the increased risk.

Note that we are concentrating on the economic collateral effect,
it is evident that military drones and jets will be grounded, and the
overall military concept will require emergency measures.

In Table 4, we discuss follow-on effects. After one week, many
companies will have to stop activities due to their dependency on
space data or shortages in the supply chain. A gradual economic
collapse will occur, leading to bankruptcies and unemployment,
most probably leading to riots.

Depending on satellites’ availability in stock (e.g., second flight
models), governments will use existing launchers (mainly military)
to try to restore some essential functions. However, to have func-
tionally complete systems operational will require several months,
and priority will be given to launch strategically important satel-
lites. It will take a while before launchers are made available to
launch commercial satellite constellations and the present absence
of available micro-launchers.

We can assume that the first commercial smallsats in Low Earth
Orbit will be operational before geostationary operations can be
restored. By this time, the world economy will have suffered an
unprecedented economic collapse, which will require years to be
restored.

7. Conclusion

Experts consider a total collapse of all satellite systems at the
same time unlikely but not impossible. Traditionally, two major
effects were deemed potential causes for such a catastrophic sce-
nario: a mega solar storm (Carrington effect) or a space debris chain
reaction (Kessler Syndrome). A recent survey [32] teaches us that
experts nowadays are more concerned about another threat,
namely massive cyber-attacks on satellites.

It is improbable that any of these threats will irrevocably dam-
age all satellites beyond repair. However, it is still useful to consider
such a hypothetical case to analyze the effects and possibly reflect
on strategies and countermeasures.

The most significant effect is linked to GNSS systems because
navigation data are an integral part and a commodity of our
infrastructure. An accurate timestamp is the basis for several
financial operations and synchronizations, such as in power supply.
Therefore, an absence of these data will lead to very dramatic
supply chain situations and collapse our economic system.

The reliance of modern weapon systems on accurate GNSS data
is well known, as well as the high bandwidth requirements for, e.g.,
drones. Both will therefore be severely influenced. Consequently,
we can assume that governments will first try to restore a
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minimum strategic infrastructure and use available resources for
this, also in terms of launchers. This will additionally delay the
restoration of commercial satellite data and increase the economic
impact.

Several organizations have reflected on rapid, responsive sys-
tems as a potential countermeasure, like ORS in the United States of
America. The cost of such systems is, however, a major obstacle for
its development and extension. On the other hand, further de-
velopments of automated cars, planes, and ships will only increase
the potential impact of such a global event and increase the
resulting collateral damages and recovery costs in the future. This
may motivate our society to reflect on such potential remedial
countermeasure strategies.

In particular, young companies and start-ups should be made
more aware of how to protect their satellites against cyber threats.
Evidently, basic investments against cyberattacks are high and
cannot be only carried by these young companies. More substantial
work is necessary and needs to be done at levels such as ITU or
Agencies like dedicated cyber-related guidelines, similar to general
software design standards.

Taking into account the potential strong economic impact on the
world economy as described, it looks evident that basic in-
vestments against cyber threats on space data are justified
investments.

Increased international cooperation and information exchange
can decrease the risks for a space debris effect and help protect
satellites in time, thanks to earlier information on solar storms. In
analogy, international agreements based upon transparency and
confidence-building could protect to destroy a worldwide com-
modity, space data.

This TCBM strategy can only work when all parties, irrespective
of their political convictions, adhere to it. Although very noble and
worth pursuing, in the space tradition of redundancy, it is therefore
recommended to, in parallel, invest in increased hardware protec-
tion against space debris and solar winds, as well as in increased
software protection against cyber-attacks.
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